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About Systems Integrations Specialists
• Founded in 1983
• Standards:

» IEC 61850
» ICCP-TASE.2 (IEC 60870-6)
» CIM (IEC 61970/61968)
» COMTRADE (IEEE C37.111)

• Focus:
» Helping users extract value from open interoperable 

standards by providing solutions based on knowledge, 
experience, and innovation
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What We Do

• Participate in standards
• Implement standards
• License standard implementations to industry
• Develop standards-based products
• Deliver standards-based solutions
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SISCO Committed to Standards
• IEC Technical Committee 57 (TC57)

» WG07/19 – IEC60870-6 TASE.2 (ICCP)
» WG10 – IEC 61850 (power system automation communications)
» WG13 – IEC 61970 for EMS (CIM modeling and model exchange)
» WG14 – IEC 61968 for DMS (CIM modeling and messaging)
» WG15 – IEC 62351 Communications Security
» WG17 – IEC 61850-420 and 8-2 Distributed Energy Resources
» WG19 – Interoperability and Harmonization with TC57

• IEEE
» Power System Relaying and Control Committee (PSRC)
» Power System Communications and Cybersecurity Committee (PSCC)
» CIM Task Force

• UCA International Users Group
» Founding Member
» CIM Users Group
» IEC 61850 Users Group
» OpenFMB

• ISO 
» TC 184 - ISO 9506 (MMS)
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SISCO Technology
• Communication Protocol Software and Tools for:

» Power System Automation Communications
• IEC 61850

» Control Center-Control Center and Control Center-Power Plant communications
• Intercontrol Center Communications Protocol (ICCP) IEC 60870-6 TASE.2

• Common Information Model
» CIM based messaging for model-driven application integration
» Adapter and tools to apply CIM to data and tag name management for operational 

systems
• COMTRADE Utility for PI

» Enterprise level power system disturbance file management system for PI
• Unified Analytic Platform

» A high-speed analytic platform for processing real-time data streams such as GOOSE 
and IEC TR 61850-90-5 (Routable GOOSE) for wide area protection, measurement 
and control

» Training, adapter/application development, consulting, and systems integration 
services to assist our customers in the exploiting benefits of model-driven integration 
based on these open international standards
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IEC 61850 Products
• GOOSE Monitor

» Troubleshooting tool for GOOSE based systems
• GOOSE Blaster

» Testing tool to simulate GOOSE and R-GOOSE messaging
• R-GOOSE Gateway

» Transforms GOOSE  R-GOOSE
• AX-S4 61850: Complete IEC 61850 Interface for Windows Applications 

• IEC 61850 Client
• IEC 61850 GOOSE publisher and subscriber
• IEC 61850 Server

• MMS Lite: Portable IEC 61850 Source code
» Commonly used for IEDs of many different types and functions

• Unified Analytic Platform (UAP)
» Real-time processing of high-speed field data for wide area protection and centralized remedial 

action systems (C-RAS)
• COMTRADE Utility for PI

» Automatically transfers COMTRADE Files from devices, historizes the data, organizes the files and 
attaches files and fault data to assets. Supports IEC 61850 and FTP file transfer
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GOOSE Monitor
Troubleshooting of GOOSE Based Systems
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The Challenge of GOOSE
• IEC 61850 GOOSE Messaging uses multicast technology for 

station level time-critical protection and automation 
messaging

• Each device is typically publishing multiple GOOSE control 
blocks and subscribing to multiple GOOSE control blocks 
from other devices in the substation

• In large substations there are many hundreds (even 
thousands) of publish-subscribe relationships between 
devices

• With messages being transmitted as fast as 5-10 ms per 
message it can be very difficult for the substation engineer to 
debug these systems using traditional network monitoring or 
by monitoring a single device
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The GOOSE Monitor Solution
• The GOOSE Monitor is designed to provide an intuitive 

visualization of the real-time GOOSE messaging occurring 
on  station bus that enables the engineer to quickly identify 
what is working and what is not working

• GOOSE Monitor uses a logical view to cut through system 
complexity to get to the root of problems with a single glance

• Allows the engineer to see through the complexity to focus 
their attention on where the problems are

• All features work with both Ethernet (2-layer) GOOSE and IP 
Multicast (3-layer) Routable GOOSE (R-GOOSE)
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GOOSE Monitor Provides Answers
• Are GOOSE messages being published as expected?
• Are GOOSE messages being received by the IEDs as 

expected?
• Are there unexpected GOOSE messages on the network?
• Do all GOOSE messages match the configuration?
• What data is being published in each GOOSE message?
• Is the flow of GOOSE messages as expected?
• Are their simulated GOOSE messages on the network?
• Which devices are impacted by any problems?



© Copyright 2020-2025. SISCO, Inc. All Rights Reserved11

GOOSE Monitor Features
• Provides an intuitive and simplified view of network relationships and 

GOOSE traffic status to help the engineer focus on what is important
• GOOSE configuration is automatically generated from SCD file:

» Graph diagram
• Nodes represent state of GOOSE subscriptions via LGOS
• Connections between nodes represent GOOSE messaging

» Addressing
» LGOS monitoring

• Other GOOSE subscription configuration options available for systems 
without an SCD:

» Auto discovery of subscriptions by reading LGOS values
» Importation of subscriptions via spreadsheet.

• Focus Mode allows the engineer to follow the publisher and subscriber 
relationships through the system to track down root causes of problems

• Rogue GOOSE Detector identifies Anomalous GOOSE messaging
• Errors are latched to capture intermittent problems
• Syslog Client enables remote monitoring of GOOSE communications
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GOOSE Monitor Visualization
• GOOSE configuration is automatically 

generated from SCD file:
» Graph diagram
» LGOS subscriptions
» Addressing, etc.

• Pub/Sub colors (user configurable) 
represent GOOSE traffic (Pub) and LGOS 
state (Sub)

• Node colors (devices) represent state of 
GOOSE subscriptions via LGOS

• Node shapes represent device behavior 
(on, test, test/blocked, etc.)

• Edge colors (arrows) represent GOOSE 
messaging/traffic state

• Details uses red highlights to point to 
source of problems

• Hovering displays IED and GoCB names

GOOSE 
Traffic 
Monitoring

LGOS 
Subscription 
Monitoring

Device
Behavior
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Questions:
• Where is the 

problem?

• Which IEDs are 
impacted?
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Answer:

Device 14 
Lost Network 
Connectivity
(look for RED)

Answer:

Devices 13 
and 16 are 
impacted
(look for 
ORANGE)
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GOOSE Monitor – Focus Mode
• Right click on IED 14 and select 

“Focus” to display an isolated 
view involving only the selected 
device

• Enables the engineer to focus on 
the more likely causes for 
problems

• Detail screen show the state of 
the LGOS subscriptions in 
subscribed devices

• Edge colors shows devices are 
not subscribed and GOOSE 
Monitor is not seeing GOOSE

» Device 14 is not transmitting 
GOOSE and cannot be 
monitored…likely disconnected from 
the network
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Rogue GOOSE Detector
• The Rogue GOOSE Detector identifies many 

anomalous conditions that are very difficult to see by 
studying network traces:

» Unconfigured GOOSE messages
» Duplicate GOOSE messages (same destination address from 

different source addresses)
» Duplicate source addresses
» TAL expirations
» Missing and out of order sequence and state numbers
» Misconfigured GOOSE
» And many others…

• Rogue GOOSE detections are sent to the Syslog client 
for remote monitoring
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Rogue GOOSE Detector

• Detects and displays 
numerous error 
conditions

• Correlates duplicates 
with highlighting

• Alerts are “latched” to 
maintain display for 
intermittent problems

• Creates Syslog entries 
to notify external 
monitoring systems
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GOOSE Monitor
• An essential tool to facilitate quicker identification of the 

cause of problems in a complex GOOSE pub/sub network

• Provides an intuitive and simplified view of network 
relationships and GOOSE traffic status to help the engineer 
focus on what is important

• Request an evaluation at info@sisconet.com

mailto:info@sisconet.com
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GOOSE Blaster
Simulate GOOSE and R-GOOSE Messaging for Testing
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Testing GOOSE Based Systems
• High-speed multicast messaging of multiple devices is difficult to 

simulate for testing of logic and interlocking

• Utilities typically purchase expensive power system simulation 
tools, connect them to relays and run power system simulations

» Effective for testing functional characteristics of devices
» Very expensive to test interactions between multiple devices

• Packet playback effectiveness is limited due to difficulty of editing 
packets to update timestamps

• Testing of device performance under anomalous and high-traffic 
conditions is difficult
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GOOSE Blaster
• Simulates GOOSE and R-GOOSE 

messaging

• Capable of supporting large scale 
simulations of many devices including

» Critical state changes

» Out of sequence and missing message 
scenarios

» Good/bad quality

» Realistic network loading for testing

» Many realistic and anomalous 
conditions can be simulated

• Automatic state time stamp generation

• Supports execution of multiple 
scenarios simultaneously

• Initial configuration via SCL file import

GOOSE Blaster

SCL Files

GOOSE

R-GOOSE

GOOSE
Driver 1

GOOSE

R-GOOSE

GOOSE
Driver n

Scenario Editor 
&

Compiler
…
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GOOSE Blaster Scenario Editor
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R-GOOSE Gateway
Interconnect GOOSE and R-GOOSE Systems
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R-GOOSE Gateway
• Translates Ethernet Multicast 

GOOSE messaging to/from IP 
Multicast GOOSE (R-GOOSE) 
with minimal latency

• Configures with SCL and 
autogenerates the necessary 
GoCB and RgCBs needed on 
either end of the gateway

• Supports execution of multiple 
gateway instances and 
multiple network interfaces
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R-GOOSE Gateway Application

Logical Diagram. Not a Network Architecture.

R-
GOOSE
Gateway

WAN

R-
GOOSE
Gateway

Substation
SCD

Transformed
SCD

Transformed
SCD

Substation
SCD

Ethernet
GOOSE

Ethernet
GOOSE

R-GOOSER-GOOSE
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Features, Architecture, and Applications
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AX-S4 61850 Description

• Complete “Access For IEC 61850” interface for 
Windows applications

» IEC 61850 Client to access data in IEC 61850 devices
» IEC 61850 Server for gateways, concentrators, and proxies.
» IEC 61850 GOOSE publisher and subscriber

• Standardized interface to applications:
» OPC Data Access (DA) V3.0 (see 

http://www.opcfoundation.org)
» Backward Compatible to OPC DA V2.05
» OPC UA Server wrapper
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AX-S4 61850 Complete Architecture

AX-S4 GOOSE 
(GOOSE pub/sub)

OPC Server

AX-S4 61850 Client
(IEC 61850 Client)

OPC Server

AX-S4 61850 Server
(IEC 61850 Server) SCL

(IID, CID, SCD)

OPC Item to IEC 61850

Object Mapping

OPC Client

Ethernet Interface

Substation SCADA/HMI
Applications

OPC Client Interface

OPC Server
For Other Protocols

OPC Server Interface

To other devices/applications

Substation LAN

AX-S4 61850
Explorer

SCL
Tool
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AX-S4 61850 Basic Application

Windows Based
HMI – SCADA – Historian System

OPC Client Interface

OPC Server Interface

IEC 61850 Client

Ethernet Adapter

Substation Ethernet LAN

IEC 61850
Devices
(servers)
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AX-S4 61850 Client Features
• IEC 61850 Ed.1 and Ed.2 Client functions supported (OPC Server):

» Object discovery and automatic configuration of data using ACSI services
» SCL (IEC 61850-6-1) import to configure client for remote devices

• Can import individual devices via ICD, IID and CID Files
• Can import an entire substations in a single operation via SCD files

» Automatic, Transparent and Intelligent handling of Buffered and Unbuffered 
Reporting

» Read/Write of any IEC 61850 Object
» Automated Controls (with Normal or Enhanced Security)
» Logs
» File Transfer client
» OPC DA V3.0 Server with OPC UA support
» IEC TS 62351-3/4 secure communications for MMS supported:

• TLS 1.2 for server level authentication and encryption
• X.509 Digital certificates for strong application-level authentication

• Includes interactive object explorer for device object visualization, debug, 
testing, configuration, and control
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AX-S4 61850 Explorer – Interactive Access
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AX-S4 61850 GOOSE  Features
• IEC 61850 Publisher and Subscriber (OPC Server):

» Configuration of GOOSE control blocks via SCL (IEC 61850-6-1)
• Can represent single or several IEDs and GoCBs from SCL file

» Enable and disable GOOSE control blocks via OPC interactions
» Configurable retransmission curves
» Automated timestamp, quality, state, sequence number and time 

allowed to live processing
» Writing changed data to AX-S4 GOOSE triggers outgoing GOOSE 

and increments state number
» OPC items updated as GOOSE messages arrived
» High performance architecture provides reliable processing
» OPC DA V3.0 Server with OPC UA support
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AX-S4 61850 GOOSE Application

Applications
(e.g. SCADA, HMI, etc.)

OPC Client Interface

IEC61850 Devices

GOOSE

OPC Server Interface

Network Interface

SCL File
GOOSE

Subscriber

GOOSE
Publisher GoCB

s
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AX-S4 61850 Server Features
• IEC 61850 Ed.2 Server functions:

• Configuration of IEC 61850 server via SCL (IEC 61850-6)
• Mapping of IEC 61850 objects to external OPC server for dynamic 
data

• Fixed value initialization via SCL or mapping file for static data.
• Read/Write of any IEC 61850 Object
• Buffered and Unbuffered Reporting
• Controls (Direct and SBO via Normal Security)
• Object discovery using ACSI services
• IEC 61850 file server functions
• OPC DA V3.0 Client
• IEC TS 62351-3/4 secure communications supported:

› TLS 1.2 for server level authentication and encryption
› X.509 Digital certificates for strong application-level authentication
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AX-S4 61850 Server

IEC 61850 Server OPC
Server

Mapping
File

SCL: XML File
to configure

Logical Device
and object models

IEC61850
Logical Device

MMXU Object

OPC Client

IEC61850 client
Reads voltage

and gets
immediate response
or uses reporting

OPC Client Creates Groups

OPC Server
Advises with

new data Other
Protocols
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Example Mapping File: IEC 61850 Gateway to Modbus Device

CTRL AlmGGIO1$ST$Beh$stVal KEPware.KEPServerEx.V4 Simulated.User.beh_stVal ReadOnlyDyn
CTRL AlmGGIO1$ST$Health$stVal KEPware.KEPServerEx.V4 Simulated.User.Health_stVal ReadOnlyDyn
CTRL AlmGGIO1$ST$SPCSO1$stVal SISCO.AXS4GOOSE.1 Local.SISCO_IED1CTRL/SPSCO1$stVal ReadWriteDyn
CTRL AlmGGIO1$CF$Mod$ctlModel KEPware.KEPServerEx.V4 Simulated.User.ctlModel ReadOnlyStatic
CTRL AlmGGIO1$CF$SPCSO1$ctlModel KEPware.KEPServerEx.V4 Simulated.User.ctlModel ReadOnlyStatic
CTRL AlmGGIO1$DC$NamPlt$vendor KEPware.KEPServerEx.V4 Simulated.User.vendorSISCO ReadOnlyStatic
CTRL AlmGGIO1$DC$NamPlt$swRev KEPware.KEPServerEx.V4 Simulated.User.swRev ReadOnlyStatic
CTRL AlmGGIO1$DC$NamPlt$d KEPware.KEPServerEx.V4 Simulated.User.namPltSISCO ReadOnlyStatic
CTRL AlmGGIO1$DC$NamPlt$configRev KEPware.KEPServerEx.V4 Simulated.User.configRev ReadOnlyStatic
CTRL AlmGGIO1$EX$NamPlt$lnNs dummy_opcserver dummy_opcitem ReadOnlyStatic IEC 61850-7-4:2003
CTRL MMXU1$MX$Hz$mag$f KEPware.KEPServerEx.V4 MODBUS.GEUR.HzMagf ReadOnlyDyn
CTRL MMXU1$MX$PhV$phsA$cVal$mag$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsA_V_Mag ReadOnlyDyn
CTRL MMXU1$MX$PhV$phsA$cVal$ang$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsA_V_Ang ReadOnlyDyn
CTRL MMXU1$MX$PhV$phsB$cVal$mag$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsB_V_Mag ReadOnlyDyn
CTRL MMXU1$MX$PhV$phsB$cVal$ang$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsB_V_Ang ReadOnlyDyn
CTRL MMXU1$MX$PhV$phsC$cVal$mag$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsC_V_Mag ReadOnlyDyn
CTRL MMXU1$MX$PhV$phsC$cVal$ang$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsC_V_Ang ReadOnlyDyn
CTRL MMXU1$MX$A$phsA$cVal$mag$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsA_A_Mag ReadOnlyDyn
CTRL MMXU1$MX$A$phsA$cVal$ang$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsA_A_Ang ReadOnlyDyn
CTRL MMXU1$MX$A$phsB$cVal$mag$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsB_A_Mag ReadOnlyDyn
CTRL MMXU1$MX$A$phsB$cVal$ang$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsB_A_Ang ReadOnlyDyn
CTRL MMXU1$MX$A$phsC$cVal$mag$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsC_A_Mag ReadOnlyDyn
CTRL MMXU1$MX$A$phsC$cVal$ang$f KEPware.KEPServerEx.V4 MODBUS.GEUR.PhsC_A_Ang ReadOnlyDyn

$ $ $

Mapped to AX-S4 61850 GOOSE publisher

Mapped to 
Modbus OPC 
Server for device 
data
(for example)

Unmapped item 
with initial value

Logical
Device

IEC 61850 Item OPC Server from which 
to read/write data

OPC Item OPC Group 
defined in 
IOCLASS.CFG

Initial
Value


Sheet1

		CTRL		LLN0$ST$Mod$stVal		KEPware.KEPServerEx.V4		Simulated.User.mod_stVal		ReadOnlyStatic

		CTRL		LLN0$ST$Beh$stVal		KEPware.KEPServerEx.V4		Simulated.User.beh_stVal		ReadOnlyStatic

		CTRL		LLN0$ST$Health$stVal		KEPware.KEPServerEx.V4		Simulated.User.HealthFixed		ReadOnlyStatic

		CTRL		LLN0$CF$Mod$ctlModel		KEPware.KEPServerEx.V4		Simulated.User.ctlModel		ReadOnlyStatic

		CTRL		LLN0$DC$Mod$d		KEPware.KEPServerEx.V4		Simulated.User.modD		ReadOnlyStatic

		CTRL		LLN0$DC$Beh$d		KEPware.KEPServerEx.V4		Simulated.User.behD		ReadOnlyStatic

		CTRL		LLN0$DC$Health$d		KEPware.KEPServerEx.V4		Simulated.User.HealthFixedD		ReadOnlyStatic

		CTRL		LLN0$DC$NamPlt$vendor		KEPware.KEPServerEx.V4		Simulated.User.vendorSISCO		ReadOnlyStatic

		CTRL		LLN0$DC$NamPlt$swRev		KEPware.KEPServerEx.V4		Simulated.User.swRev		ReadOnlyStatic

		CTRL		LLN0$DC$NamPlt$d		KEPware.KEPServerEx.V4		Simulated.User.namPltSISCO		ReadOnlyStatic

		CTRL		LLN0$DC$NamPlt$configRev		KEPware.KEPServerEx.V4		Simulated.User.configRev		ReadOnlyStatic

		CTRL		LLN0$GO$Control_DataSet1$GoEna		SISCO.AXS4GOOSE.1		Outgoing.SISCO_IED1CTRL/LLN0$Control_DataSet1.Enable		ReadWriteDyn

		CTRL		LLN0$GO$Control_DataSet1$GoID		SISCO.AXS4GOOSE.1		Outgoing.SISCO_IED1CTRL/LLN0$Control_DataSet1.AppId		ReadOnlyStatic

		CTRL		LLN0$GO$Control_DataSet1$DatSet		SISCO.AXS4GOOSE.1		Outgoing.SISCO_IED1CTRL/LLN0$Control_DataSet1.DatSet		ReadOnlyStatic

		CTRL		LLN0$GO$Control_DataSet1$ConfRev		SISCO.AXS4GOOSE.1		Outgoing.SISCO_IED1CTRL/LLN0$Control_DataSet1.ConfRev		ReadOnlyStatic

		CTRL		LLN0$GO$Control_DataSet1$NdsCom		SISCO.AXS4GOOSE.1		Outgoing.SISCO_IED1CTRL/LLN0$Control_DataSet1.NdsCom		ReadOnlyStatic

		CTRL		LLN0$GO$Control_DataSet1$DstAddress$Addr		SISCO.AXS4GOOSE.1		Outgoing.SISCO_IED1CTRL/LLN0$Control_DataSet1.DstAddress		ReadOnlyStatic

		CTRL		LLN0$GO$Control_DataSet1$DstAddress$PRIORITY		KEPware.KEPServerEx.V4		Simulated.User.VLANpriority		ReadOnlyStatic

		CTRL		LLN0$GO$Control_DataSet1$DstAddress$VID		KEPware.KEPServerEx.V4		Simulated.User.VLANID		ReadOnlyStatic

		CTRL		LLN0$GO$Control_DataSet1$DstAddress$APPID		KEPware.KEPServerEx.V4		Simulated.User.AppId		ReadOnlyStatic

		CTRL		LLN0$EX$NamPlt$ldNs		KEPware.KEPServerEx.V4		Simulated.User.ldNs		ReadOnlyStatic

		CTRL		LPHD1$ST$PhyHealth$stVal		KEPware.KEPServerEx.V4		Simulated.User.Health_stVal		ReadOnlyDyn

		CTRL		LPHD1$ST$Proxy$stVal		KEPware.KEPServerEx.V4		Simulated.user.proxy_stVal		ReadOnlyStatic

		CTRL		LPHD1$DC$PhyNam$vendor		KEPware.KEPServerEx.V4		Simulated.User.vendorGE		ReadOnlyStatic

		CTRL		LPHD1$DC$PhyNam$hwRev		KEPware.KEPServerEx.V4		Simulated.User.hwRev		ReadOnlyStatic

		CTRL		LPHD1$DC$PhyNam$swRev		KEPware.KEPServerEx.V4		Simulated.User.swRev		ReadOnlyStatic

		CTRL		LPHD1$DC$PhyNam$serNum		KEPware.KEPServerEx.V4		Simulated.User.serNum		ReadOnlyStatic

		CTRL		LPHD1$DC$PhyNam$model		KEPware.KEPServerEx.V4		Simulated.User.model		ReadOnlyStatic

		CTRL		LPHD1$DC$PhyNam$location		KEPware.KEPServerEx.V4		Simulated.User.location		ReadOnlyStatic

		CTRL		LPHD1$DC$PhyNam$scdConfigRev		KEPware.KEPServerEx.V4		Simulated.User.configRev		ReadOnlyStatic

		CTRL		LPHD1$DC$PhyHealth$d		KEPware.KEPServerEx.V4		Simulated.User.HealthFixedD		ReadOnlyStatic

		CTRL		LPHD1$EX$PhyNam$cdcNs		KEPware.KEPServerEx.V4		Simulated.User.cdcNS		ReadOnlyStatic

		CTRL		AlmGGIO1$ST$Mod$stVal		KEPware.KEPServerEx.V4		Simulated.User.mod_stVal		ReadOnlyStatic

		CTRL		AlmGGIO1$ST$Beh$stVal		KEPware.KEPServerEx.V4		Simulated.User.beh_stVal		ReadOnlyDyn

		CTRL		AlmGGIO1$ST$Health$stVal		KEPware.KEPServerEx.V4		Simulated.User.Health_stVal		ReadOnlyDyn

		CTRL		AlmGGIO1$ST$SPCSO1$stVal		SISCO.AXS4GOOSE.1		Local.SISCO_IED1CTRL/SPSCO1$stVal		ReadWriteDyn

		CTRL		AlmGGIO1$CF$Mod$ctlModel		KEPware.KEPServerEx.V4		Simulated.User.ctlModel		ReadOnlyStatic

		CTRL		AlmGGIO1$CF$SPCSO1$ctlModel		KEPware.KEPServerEx.V4		Simulated.User.ctlModel		ReadOnlyStatic

		CTRL		AlmGGIO1$DC$NamPlt$vendor		KEPware.KEPServerEx.V4		Simulated.User.vendorSISCO		ReadOnlyStatic

		CTRL		AlmGGIO1$DC$NamPlt$swRev		KEPware.KEPServerEx.V4		Simulated.User.swRev		ReadOnlyStatic

		CTRL		AlmGGIO1$DC$NamPlt$d		KEPware.KEPServerEx.V4		Simulated.User.namPltSISCO		ReadOnlyStatic

		CTRL		AlmGGIO1$DC$NamPlt$configRev		KEPware.KEPServerEx.V4		Simulated.User.configRev		ReadOnlyStatic

		CTRL		AlmGGIO1$EX$NamPlt$lnNs		dummy_opcserver		dummy_opcitem		ReadOnlyStatic		IEC 61850-7-4:2003

		CTRL		MMXU1$MX$Hz$mag$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.HzMagf		ReadOnlyDyn

		CTRL		MMXU1$MX$PhV$phsA$cVal$mag$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsA_V_Mag		ReadOnlyDyn

		CTRL		MMXU1$MX$PhV$phsA$cVal$ang$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsA_V_Ang		ReadOnlyDyn

		CTRL		MMXU1$MX$PhV$phsB$cVal$mag$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsB_V_Mag		ReadOnlyDyn

		CTRL		MMXU1$MX$PhV$phsB$cVal$ang$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsB_V_Ang		ReadOnlyDyn

		CTRL		MMXU1$MX$PhV$phsC$cVal$mag$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsC_V_Mag		ReadOnlyDyn

		CTRL		MMXU1$MX$PhV$phsC$cVal$ang$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsC_V_Ang		ReadOnlyDyn

		CTRL		MMXU1$MX$A$phsA$cVal$mag$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsA_A_Mag		ReadOnlyDyn

		CTRL		MMXU1$MX$A$phsA$cVal$ang$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsA_A_Ang		ReadOnlyDyn

		CTRL		MMXU1$MX$A$phsB$cVal$mag$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsB_A_Mag		ReadOnlyDyn

		CTRL		MMXU1$MX$A$phsB$cVal$ang$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsB_A_Ang		ReadOnlyDyn

		CTRL		MMXU1$MX$A$phsC$cVal$mag$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsC_A_Mag		ReadOnlyDyn

		CTRL		MMXU1$MX$A$phsC$cVal$ang$f		KEPware.KEPServerEx.V4		MODBUS.GEUR.PhsC_A_Ang		ReadOnlyDyn

		CTRL		MMXU1$ST$Mod$stVal		KEPware.KEPServerEx.V4		Simulated.User.mod_stVal		ReadOnlyDyn

		CTRL		MMXU1$ST$Beh$stVal		KEPware.KEPServerEx.V4		Simulated.User.beh_stVal		ReadOnlyDyn

		CTRL		MMXU1$ST$Health$stVal		KEPware.KEPServerEx.V4		Simulated.User.HealthFixed		ReadOnlyStatic

		CTRL		MMXU1$ST$EEHealth$stVal		KEPware.KEPServerEx.V4		Simulated.User.Health_stVal		ReadOnlyDyn

		CTRL		MMXU1$CF$Mod$ctlModel		KEPware.KEPServerEx.V4		Simulated.User.ctlModel		ReadOnlyStatic

		CTRL		MMXU1$DC$Mod$d		KEPware.KEPServerEx.V4		Simulated.User.modD		ReadOnlyStatic

		CTRL		MMXU1$DC$Beh$d		KEPware.KEPServerEx.V4		Simulated.User.behD		ReadOnlyStatic

		CTRL		MMXU1$DC$Health$d		KEPware.KEPServerEx.V4		Simulated.User.HealthFixedD		ReadOnlyStatic

		CTRL		MMXU1$DC$EEHealth$d		KEPware.KEPServerEx.V4		Simulated.User.HealthFixedD		ReadOnlyStatic

		CTRL		MMXU1$DC$Hz$d		KEPware.KEPServerEx.V4		Simulated.User.HzD		ReadOnlyStatic

		CTRL		MMXU1$DC$PhV$phsA$d		KEPware.KEPServerEx.V4		Simulated.User.PhsVAD		ReadOnlyStatic

		CTRL		MMXU1$DC$PhV$phsB$d		KEPware.KEPServerEx.V4		Simulated.User.PhsVBD		ReadOnlyStatic

		CTRL		MMXU1$DC$PhV$phsC$d		KEPware.KEPServerEx.V4		Simulated.User.PhsVCD		ReadOnlyStatic

		CTRL		MMXU1$DC$PhV$d		KEPware.KEPServerEx.V4		Simulated.User.PhsVD		ReadOnlyStatic

		CTRL		MMXU1$DC$A$phsA$d		KEPware.KEPServerEx.V4		Simulated.User.AAD		ReadOnlyStatic

		CTRL		MMXU1$DC$A$phsB$d		KEPware.KEPServerEx.V4		Simulated.User.ABD		ReadOnlyStatic

		CTRL		MMXU1$DC$A$phsC$d		KEPware.KEPServerEx.V4		Simulated.User.ABD		ReadOnlyStatic

		CTRL		MMXU1$DC$A$d		KEPware.KEPServerEx.V4		Simulated.User.ACD		ReadOnlyStatic
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AX-S4 61850 “Out-of-the-Box” and Ready to Run System

SCL File
AX-S4_61850_Server.iid

Ethernet Interface

AX-S4 61850
Explorer

AX-S4 GOOSE

OPC Server I/F

OPC Test Client 

Mapping File
opcmap.cfg

Start-up File
startup.cfg

OPC Item to IEC 61850
Object Mapping

AX-S4 61850
Server

OPC Client I/F

OPC Server 
with simulated 

dataOPC Server I/F

AX-S4 61850 Client

OPC Server I/F

After installation there is a pre-configured IEC 61850 server (based on the AX-S4 61850 Server) 
supporting ACSI and GOOSE with simulated data that can be accessed via the AX-S4 61850 

client or other networked ACSI clients and GOOSE devices. 
Useful for application testing or illustrating configuration and setup concepts.
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AX-S4 61850 as an IEC 61850 Proxy

LD1 LD2 LDxIEC 61850 Devices

AX-S4
61850
Client

OPC Client I/F OPC Server I/F

IEC 61850 Stack

LD1 LDx. . . 

LN

Data

LN

Data

AX-S4 61850
Server

. . . 

IEC 61850 Clients

IEC 61850 clients access the AX-S4 61850 proxy server 
instead of individual devices. Enables multiple clients to 

share a single application association to the device.

“Proxy Server”

. . .
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AX-S4 61850 SCADA Protocol Gateway

OPC Server for SCADA Protocol Slave
(e.g. DNP3, Modbus, etc.)

OPC Server Interface

SCADA Master
(protocol master)

OPC
Data
Gateway

OPC Client Interface

OPC Client Interface

OPC Server Interface

IEC61850 Devices

Data Transformation
and/or Logic

May be needed to transform 
incompatible data types (e.g. double 
point status to/from boolean, float 
to/from integer, scaling, etc.) or control 
processing

Client
GOOSE

OPC Server Interface

Network Interface

(if needed)
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AX-S4 61850 Data Concentrator

SCADA Master
(IEC 61850 Client)

Devices

OPC Server for SCADA Protocol Master
(e.g. DNP3, Modbus, etc.)

OPC Server

OPC
Data
Gateway

OPC Server

OPC Client

Server
OPC Client

Data
Transformation

and/or Logic

Each device is 
represented as a 
separate logical 

device in the SCL 
file

SCL 
File

May be needed to transform 
incompatible data types (e.g. 
double point status to/from 
boolean, float to/from integer, 
scaling, etc.) or control processing
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AX-S4 61850 to Expose OPC Server Data to IEC 61850 Clients

OPC Server
Application

(SCADA, HMI, etc.)

OPC Client I/F OPC Server I/F

IEC 61850 Stack

LD1 LDx. . . 

LN

Data

LN

Data

IEC 61850
Server. . . 

IEC 61850 Clients

IEC 61850 clients access the data 
stored in the OPC server via the

AX-S4 61850 server.

AX-S4 61850 Server
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AX-S4 61850 as an IEC 61850 Device Simulator

Server

SCL file 
of 

simulated 
device

OPC Client I/F

Any OPC Server 
That Supports

Simulated Data

OPC Server I/F

IEC 61850 Clients

. . . 
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AX-S4 61850 IEC 61850 Device Simulator with GOOSE

Server

OPC Client I/F

Any OPC Server 
That Supports

Simulated Data

OPC Server I/F

IEC 61850 Clients

. . . pub/sub

OPC Server I/F

OPC Gateway/Bridge

OPC Client I/F

SCL file 
of 

simulated 
device

GOOSE

O
P

C
 C

lie
nt

 I/
F

O
P

C
 S

er
ve

r I
/F

Ethernet Interface
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AX-S4 61850 Interface to ODBC

ODBC Client Driver

ODBC Client Interface

OPC Server Interface

ODBC Database
SQL Server, Oracle,

Access, etc.

OPC Gateway/Bridge Product
OPC Gateway

OPC Client I/F OPC Client I/F

Client

OPC Server I/F

….

IEC 61850 Devices

IEC 61850
Network

61850



Transforming the world of energy using open standards

IEC TS 62351-3/4 Security 
Extensions for AX-S4 61850
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AX-S4 61850 Security Extensions
• Incorporates Support for IEC TS 62351-3/4 to provide

• Application-level authentication using digital certificates
• Transport Layer Security (TLS) for encryption

• 1024/2048-bit asymmetrical keys for authentication and connection 
establishment and 256-bit symmetrical keys for encryption

• Encryption is periodically rekeyed to eliminate brute force breaking of encryption
• Connect requests are time stamped and signed to avoid playback and spoofing
• Supports simultaneous use with or without security functions on a link-by-link 

basis
• Security extensions are included with AX-S4 61850 at no additional cost
• Supports both AX-S4 61850 Client and AX-S4 61850 Server
• AX-S4 61850 Security Extensions are subject to governmental export restrictions
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AX-S4 61850 Security Extensions

Normal
Profile

Secure Profiles

TCP/IP

Client &
Server

Strong
Authentication

S
ecurity E

xtensions

Network

Transport
Layer Security
with Encryption



Transforming the world of energy using open standards

61850 Plus
IEC 61850 Portable Source Code for 

Embedded Systems and Other Applications
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61850 Plus
• Source code implementation helps you get IEC 61850 products to the market 

fast using robust field-proven technology
• Designed specifically for resource constrained embedded systems yet 

suitable for host system development
• Portable to any computing platform
• Used in protection relays, RTUs, PQ meters, wind turbine controllers, 

transformer monitoring, host applications, etc.
» Over 450 device manufacturers using 61850 Plus world-wide
» Hundreds of devices using MMS Lite have passed UCAIug certified conformance 

testing
» Millions of devices installed and operational world-wide using MMS Lite

• Flexible licensing options minimize initial cost while providing upgrade path 
as needs grow

• ICCP-TASE.2 Extensions Available (Optional)
• IEC 62351-4 Security Extensions Available (Optional)
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61850 Plus Features

• Resource Efficient in both RAM and ROM
• Portable to any O/S supporting ANSI C
• Flexible memory management:

•User managed memory pool; or
•Dynamic memory allocation

• Uses well defined interfaces to:
•Ethernet
•TCP/IP
•Memory management
•Activity logging for debug
•O/S calls
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61850 Plus Profiles
Device Applications

IPV4 and IPV6

TCP

ISO CO Session

ISO CO Presentation

MMS

IEC61850 Functions

Ethernet Multicast

ACSE

RFC1006

GOOSE and Sampled Values

Included with 61850 Plus User Supplied

UDP 
(IPV6 future)

R-GOOSE/R-SV profile

IP Multicast

Ethernet Interface

Security Extensions

IEC 62351
TLS

IEC 62351
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Current IEC 61850 Support
• IEC61850 Ed.1, Ed.2 and Ed2.1 Client and Server in one 

implementation
• Supports All ACSI Services and Objects parts 6, 7-2, 7-3, 7-4, 7-

410, 7-420, 8-1, 61400-25-2 and more.
» Buffered and Unbuffered Reporting
» Controls (all options)
» Settings
» Logs
» GOOSE Ethernet Multicast
» 9-2 Process Bus
» Routable GOOSE and SV per IEC TR 61850-90-5* for IP Multicast 

(excluding GDOI)
» IEC 62351 security extensions available as an option

• Supports both IPV4 and IPV6 for client/server communications
• Run Time Definition of Objects via SCL per IEC 61850-6

* - IEC TR 61850-90-5 will become part of Ed 2.1 in 2019. 



© Copyright 2020-2025. SISCO, Inc. All Rights Reserved53

61850 Plus Portability
• Portable to any OS and CPU supporting ANSI C compiler
• Customers have also ported to:

• pSOS
• VxWorks
• RTXc
• LynxOS
• ThreadX
• Home-Grown
• Many Thread others

• Portation services are available if needed
• Most customers port 61850 Plus to their platform with 

minimal (if any) assistance from SISCO and typically without 
informing SISCO

• 61850 Plus is truly platform independent
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61850 Plus Porting
• Sample application provided to assist in testing the ported 

software
• Ready to compile “out of the box” on:

• RedHat Linux
• Win32 

• Portable to any platform supporting ANSI C.
• Accommodates any byte alignment or ordering (big/little 

endian) system
• Lower layer provider code isolates interfaces to TCP and 

Ethernet to minimize impact for non-Linux/Win32 systems
• O/S specific functions controlled via #define and isolated into 

specific modules to improve portability
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61850 Plus Security Extensions
• Incorporates Support for the IEC TS 62351-3/4 subset of IEC 62351-6 to provide

• Application-level authentication using digital certificates
• Transport Layer Security (TLS) for encryption

• 1024/2048-bit asymmetrical keys for authentication and connection 
establishment and 256-bit symmetrical keys for encryption

• Encryption is periodically rekeyed to eliminate brute force breaking of encryption
• Connect requests are time stamped and signed to avoid playback and spoofing
• Supports simultaneous use with or without security functions on a link-by-link 

basis
• Internal data structure support for holding role/privilege information in support of 

IEC 62351-8 Role Based Access Control (RBAC)
• Security extensions are available separately as a one-time purchase for any 

existing 61850 Plus license



Transforming the world of energy using open standards

Centralized Remedial Action 
System (C-RAS) Architecture 

and UAP Product Overview
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Why C-RAS?
• Long lines separating load and 

generation need protection to prevent 
damage from generation tripping

• Increasing reserve margins to protect 
lines reduces available energy

• Maintaining system stability during 
anomalous conditions challenges 
operators to respond quickly to 
prevent cascade failure

• More transmission capacity in the 
same corridor is subject to the same 
contingencies and results in 
increasing reserve margins
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Individual Remedial Action Schemes and Special Protection Systems 
(RAS/SPS)

• Protects lines from damage 
during anomalous conditions

• Individual RAS are available 
using traditional approaches 
involving hardwired devices within 
local areas
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Multiple Individual RAS

• Deploying multiple individual RAS 
practical because little interaction 
between RAS

• Difficult to maintain and update as 
number of RAS increases
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Integration of Multiple Individual RAS into a Distributed RAS

• Addressing system stability 
requires integration of multiple 
RAS over a wide area

• Information sharing and 
interactions between individual 
RAS using traditional techniques 
increases complexity  and cost 
beyond what is practical
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Centralized Remedial Action Systems (C-RAS)
• Centralized control reduces complexity of information sharing making implementation 

feasible.
• Centralization of control requires a network architecture to support very reliable highspeed 

communications of events and controls

Control Center

Backup Control Center

Distributed Centralized
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Unified Analytic Platform (UAP)

The UAP was specifically designed 
to meet the requirements of 
implementing Special Protection 
Systems for wide area protection 
applications based on a Centralized 
Remedial Action Systems (C-RAS) 
architecture
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C-RAS Controller Requirements
• Testability

» Simulation of data and monitoring of 
test actions

» Playback of previously encountered 
scenarios

• Repeatability
» Control actions must be consistent 

and predictable under minor 
variations

• Redundancy and Resiliency for all 
components

» Dual Redundant controllers
» Trip Redundant control centers
» Simple voting mechanism in 

mitigation substations

• High Performance and Low 
Latency:

» Analytic and control processing
» Communications in and out
» External system interfaces

• Traceability for all communications 
and control actions

• Controllability
» Enabling/disabling analytics based 

on contingencies determined by 
EMS

» Modifying control actions based on 
system conditions (e.g. load shed 
levels)

• GOOSE Input conditioning
» Eliminating bad data from analytic 

processing

63
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UAP Components
• GOOSE/R-GOOSE Interface and 

Input Conditioner
• EMS Interface

» Commands (arm/disarm) and data 
from EMS

» Sends C-RAS data for operator 
displays

• Historian Interface
• Scenario Player

» Plays back previously recorded data

• GOOSE Blaster
» Enables complex GOOSE 

sequences to be simulated 

• Monitor
» Monitors data exchange between 

components

• Analytics

Data
Exchange,
Mappings,
And Control

High-Speed
IEC GOOSE
Interface

Analytic
Application

N 

Data
Exchange
Monitor 

Scenario
Player

Analytic
Application

1 

Historian

SubstationsSubstations

Secure Corporate WAN

EMS

EMS Interface

Arm/Disarm
Analytics

Event Simulation
Event

Playback

Status &
Events

System           Simulation
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UAP Data Modeling
• Management of system configuration and interaction between systems 

requires a common data model for data exchange
» Without common data model each system’s understanding of the power system 

relationships of data could be different.
» Performing critical control operations on the power system requires absolute 

certainty of the operations…ambiguity is not allowed

• CIM is used for high-level power system models
» Existing EMS mapping with CIM already established
» CIM power system model (IEC 61970-301 and -452 (CPSM)) 

• IEC 61850 is used for IED modeling
» Measurement and status naming
» Configured IED Description (CID) files for GOOSE subscriptions

• Extensions to integrate these models into a “Master Model” used by the 
C-RAS central controllers
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UAP use of CIM
• IEC 61970-452 profile used 

for power system modeling

• Extensions for modeling of:
» Contingencies
» Mitigations
» RAS Analytics
» IEDs
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IED are Virtualized and Composited

IEC
61850

CIM A1

A2

B1

B2

PhysicalVirtualComposite

Virtual

Virtual

A3

B3
Virtual

C
o
m
p
o
s
i
t
e

Real
Used for
Process

Must be operated as one
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RAS and Contingencies

Contingency1 – (n-1)

Contingency1 – (n-2)

Contingency2 – (n-1)

Contingency2 – (n-2)

Commands 
and data from 
EMS via Web 
Service 
Interface

Process data 
from Input 
Conditioner

Logic &
Monitoring Outputs

From Planning Systems
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Highly Resilient Deployment Architectures

A-Side RAS 
Controller 1B

A-Side RAS 
Controller 2B

A-Side RAS 
Controller 3B

A-Side RAS-A 
Controller 1A

A-Side RAS 
Controller 2A

A-Side RAS 
Controller 3A

B-Side RAS 
Controller 1B

B-Side RAS 
Controller 2B

B-Side RAS 
Controller 3B

B-Side RAS 
Controller 1A

B-Side RAS 
Controller 2A

B-Side RAS 
Controller 3A

Control
Center 1

Control
Center 2

Monitoring
Relay A-Side

Mitigation
Relay A-Side

Mitigation
Relay B-Side

Monitoring
Relay B-Side

Substation 1

Monitoring
Relay A-Side

Mitigation
Relay A-Side

Mitigation
Relay B-Side

Monitoring
Relay B-Side

Substation 1

Wide Area Network

EMS EMS
System

Operators
System

OperatorsHistorian Historian

SwitchSwitchSwitch Switch

Switch Switch Switch Switch
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Unified Analytic Platform (UAP)

• Off-the-shelf components 
delivered as part of a 
complete solution

• Built and maintained on-site 
using customer 
configuration mgmt.

• Some components are 
available separately as 
stand-alone products:

» GOOSE Blaster
» R-GOOSE Gateway
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